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How do you protect data that leaves the confines of a protected LAN or PC?

How can you effectively ensure a file or folder remains totally confidential when transferring
to another individual via download from a web or FTP site, a portable USB drive, burnt to a
CD or DVD, via email or any other of today or tomorrow’s file mobility technology?

SafeNet Borderless Security ProtectPack enables secure,
encrypted transfer and storage of confidential data files on
unprotected mediums (both portable and network) that are
difficult to defend by conventional network security mechanisms.
The .pac file can also compress data before encryption to
enable maximum storage and data transfer efficiency.

Minimal learning curve, minimal training required...

ProtectPack is seamlessly embedded within the Windows environment ensuring users with
existing Windows knowledge can easily ‘Pack’ and 'Unpack’ files. Converting to an encrypted
.pac file is as simple as right clicking on the file/folder. An authorized recipient does not need
to have ProtectPack installed on their device to unpack a ProtectPacked file. The self-extraction
option attaches a compressed launch program, requiring the recipient to only enter the
passphrase to unpack the file to an unencrypted format.

An additional benefit delivered by ProtectPack includes increased data transfer and storage
efficiency by optionally compressing the data before encryption. The compressed .pac file
format consumes minimal bandwidth enabling rapid and secure transfer of data packets,
whilst also ensuring minimal drive space is consumed during storage.

ProtectPack is quick to install and deploy in enterprise environments of all sizes.
Administrators can rapidly and conveniently roll out the application across a Local Area
Network (LAN) in the same manner as other standard Windows utilities, ensuring efficiency
and minimal disruption to networked users.

Secure your data on unprotected storage and
transfer mediums

Tried and tested AES 256-bit encryption, estimated
to take 149 trillion (thousand billion) years to
electronically crack via a brute force attack on a
256 bit key

Minimal learning curve and training required

Rapid uptake is assured by all users enterprise
wide, at all levels of computer experience

Secure data exchange with any partner using the
self-extraction option

Rapid and convenient deployment via Microsoft
Installer

Speedy and convenient mass deployment via the
silent batch file installation function

Requires no additional learning curve for
administrators familiar with the Windows
environment

The .pac file compresses data before encryption to
enable maximum storage and data transfer
efficiency

‘.pac’ stands for ‘Private and Compressed’, and is
often referred to as a ‘Pack’ file
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ProtectPack

Security Features

ProtectPack offers unparalleled levels of security for critical and confidential information. ProtectPack

- delivers absolute privacy for your data, whether in transit through insecure networks or storage on insecure

media.

Security Benefits

AES 256 encryption
algorithm

Effective protection for confidential data.

Next generation industry standard algorithm ensures the utmost security and privacy of information. This tried and tested 256
bit encryption is estimated to take 149 trillion (thousand billion) years to electronically crack via a physical attack on a 256 bit
key.

Option for 10 - 70
character pass-phrase
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Usability Features

Protect files against unauthorized access.

The more characters used in a pass-phrase results in greater difficulty to crack.

Usability Benefits

Seamless integration
with Windows Explorer
Context Menu

Ease of use and rapid uptake.

Quick packing and unpacking of files/folders via right-click or double-click,

ensures ease of use in Microsoft Windows environments. Users with basic Windows
knowledge will not need application specific training to operate ProtectPack, ensuring
high levels of usability and uptake.

Option to attach a
self-extractor for
‘packed’ files

Secure data exchange with any authorized partner.

Users can easily exchange encrypted data without the recipient having ProtectPack installed on their device and without a shared
[T infrastructure. Only the pass-phrase is required to unlock and open the encrypted file.

Streamlined compression
and encryption of data

Minimize bandwidth and storage consumption.

The optional compression of data before encryption ensures the smallest possible file size. This reduces congestion and
bandwidth costs within network channels and allows increased data storage on portable media.




Manageability Features

Manageability Benefits

Integrated into
Microsoft Windows

No need for additional infrastructure.

Installation and
deployment via
Windows Installer

Rapid and convenient deployment.

Administrators can rapidly and conveniently roll out the application across a Local Area Network (LAN) in the same manner as
other standard Windows utilities, ensuring efficiency and minimal disruption to networked users.

Silent batch file
installation

Cost effective mass deployment.

No Administrator and user interaction is required when deploying across a network of multiple machines.

ProtectPack enables secure, encrypted transfer and storage of confidential data files on unprotected media

(both portable and network) that are difficult to defend by conventional network security mechanisms.

1. Pack (compress and encrypt) a file or
folder on the required storage device. :

2. Leave packed file stored on your device in secure compressed ~ * 3. Unpack from encrypted format using pass-phrase.
format and/or securely transfer to other people using email, :
CD ROM, memory stick etc.

Receiving computer

The packed file/folder self-extractor
option enables secure exchange of
encrypted data without the recipient
having ProtectPack installed on
their device.

ProtectPack Password Entry Screen









