
ProtectFile
File Encryption

SafeNet Borderless Security ProtectFile delivers fully automated file encryption and 
permission-based access to protect sensitive information stored on servers, network drives, 
workstations, laptops and portable media. 

SafeNet Borderless Security ProtectFile encrypts files and 
folders whilst cryptographically enforcing user and group 
permission-based access to confidential data.

Internally, data security risks have escalated in recent years due to the practice of storing data 
on network attached devices (file servers, workstations and laptops) and the growing use of 
high capacity portable media (memory sticks, CDs and DVDs). Similarly, the level of external 
threats has also increased as the result of outsourced data storage and system administration.

ProtectFile enables the ability to easily control individual and group permission-based access 
to encrypted data that is stored on various devices throughout an organization.

Fully automated file encryption delivers the ultimate level of security to local and remote files/ 
folders on servers, network drives, workstations, laptops plus portable media (USB Memory 
Sticks, CDs, DVDs to mention a few). ProtectFile encrypts and decrypts data at the client  
ensuring protection of confidential files in transit through the LAN or WAN, minimizing opportunities 
for data thieves who monitor network traffic.

ProtectFile is so easy to use that no general user training or change of application operating 
behavior is required. All documents in a secured folder are encrypted and decrypted automatically 
and transparently by ProtectFile when users open and save files from within applications, or 
double-click, copy, paste or move them in the File Explorer.

A benefit unique to ProtectFile is the ability for user group managers (termed ProtectFile 
Administrators) to control the access rights within their user group to encrypted files/folders  
relevant to their area of responsibility. This separates the management of the system and its 
security reducing the burden on, and liability of, network administrators.

SafeNet Borderless Security ProtectFile is available in two versions:

 ProtectFile Premium (PKI) works with X.509 v3 certificates using an X500 Directory and  
   an existing Public Key Infrastructure (PKI) environment to manage users and certificates. 

 ProtectFile Business - designed for use in non-PKI environments, optionally utilizing an  
     inbuilt Central Management Console for user profile management and creation of user  
    groups, individual users, plus the recovery of keys and encrypted files and folders.

 
  

 
  

SECURITY

 Secure files on servers, laptops, workstations and  
     portable media without adversely impacting  
     the productivity of authorized users

 ProtectFile secures data files in transit through  
     the LAN and WAN

 Secure user group access to encrypted files/folders

 Easy integration into existing PKI environments

USABILITY

 No user training required

 No Right Clicks - A right click command, or any other  
      specific ProtectFile command, is not required to  
     initiate encryption or decryption

 Single sign-on to the Windows environment

 No noticeable performance loss

MANAGEABILITY

 Centrally or decentrally control user-group access  
      rights to encrypted files/folders relevant to their 
      areas of responsibility

 Easy and cost effective large scale deployments can  
    be achieved utilizing existing Windows user  
    management systems and strong scripting  
     capabilities 

 No need to individually set up user access profiles  
     after automatic silent mass deployment of  
    ProtectFile. User profiles can be pre-allocated  
     from a central management console to allow access  
     to designated encrypted files 

BENEFITS AT A GLANCE
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WORLDWIDE OFFICES

ABOUT SAFENET

Encryption Algorithms
 3DES, IDEA, AES-128, AES-192, AES-256

Minimum System Requirements
 6Mb of free disk space

Supported Platforms
 Microsoft Windows NT, 2000, XP

Software Management Tools
 RIS, SMS, Tivoli, TNG, Active Directory plus many more

Smart Cards and Tokens 
 ProtectFile supports virtually all tokens and smart cards with PKCS#11, Microsoft CSP  
   or Vasco Digipass. A list of supported smart cards and tokens can be issued on request.

TECHNICAL SPECIFICATIONS
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SafeNet (SFNT:Nasdaq) is a global leader in information security. Founded more 
than 20 years ago, the company provides complete security utilizing its encryption 
technologies to protect communications, digital identities and intellectual property, 
and offers a full spectrum of products including hardware, software, and chips.   

ARM, Bank of America, Cisco Systems, the Departments of Defense, and Homeland 
Security, Microsoft, Samsung, Texas Instruments, the U.S. Internal Revenue Service, 
and scores of other customers entrust their security needs to SafeNet. For more 
information, visit www.safenet-inc.com.

Corporate: 4690 Millennium Drive, Belcamp, Maryland 21017 USA
Tel: +1 410 931 7500 or 800 533 3958 Email: info@safenet-inc.com

SALES OFFICES

Australia +61 3 9882 8322

Brazil +55 11 3392 4600

Canada +1 613 723 5077

China +86 10 8266 3936

Finland +358 20 500 7800

France +33 1 47 55 74 70

Germany +49 18 03 72 46 26 9

Hong Kong +852 3157 7111

India +91 11 2691 7538

Japan (Tokyo) +81 3 5719 2731

Korea +82 31 705 8212

Mexico +52 55 5575 1441

Netherlands +31 73 658 1900

Singapore +65 6297 6196

Taiwan +886 2 2735 3736

U.K. +44 1276 608 000

U.S. (Massachusetts) +1 978 539 4800

U.S. (New Jersey) +1 201 333 3400

U.S. (Virginia) +1 703 279 4500

U.S. (Irvine, California) +1 949 450 7300

U.S. (Santa Clara, California) +1 408 855 6000

U.S. (Torrance, California) +1 310 533 8100

Australia +61 2 9906 2988

Brazil +55 21 2215 5765

Czech Republic  +420 2 2423 6833

Germany +49 2151 3630 20

India +91 80 5110 0600

Italy +39 02 7729 7599

Netherlands +31 20 311 6540

Singapore +65 6559 3449

Switzerland +41 61 462 2010

U.S. (Roseville, California) +1 916 677 2450

Distributors and resellers located worldwide



ProtectFile
File Encryption

ProtectFile = Ultimate Security
ProtectFile encrypts files and folders stored on, or traveling between servers, workstations, laptops, plus 
portable devices and media. Using the latest proven encryption algorithms, the ultimate level of security 
is provided against the most advanced hackers and data thieves.

Security Features Security Benefits

File and  
folder encryption

Files and folders can be protected on:
 
 The hard drives of local and remote servers, network drives, workstations and laptops
 Removable media (CD ROM, USB, Floppy…plus more)
    File servers (Microsoft and Novell, Netware, Unix [Samba], plus more)

Encryption algorithms
3DES, AES-128, AES-192, 
AES-256, IDEA

ProtectFile encrypts all data files and authentication keys using industry proven cryptographic algorithms, securing files stored 
on computing devices and in transit through the LAN and WAN as they are retrieved from data appliances.

Encrypted network traffic ProtectFile ensures confidential data files are encrypted and protected in transit through the LAN and WAN as applications 
retrieve stored encrypted data. This is possible due to encryption and decryption occurring on the client.

Multi-factor/strong  
authentication

Increased security is delivered by user access being authenticated with both a pass-phrase (something only the user knows) and 
the physical insertion of a smart card or USB token (something only the user possesses) into the device.

Secure file servers ProtectFile transparently encrypts data files at the client computing device before being transferred to file servers. System 
administrators can maintain and backup the files/folders, but cannot view the contents of the files without appropriate access 
authentication.

Secure key storage ProtectFile protects decryption keys from unauthorized access by storing them in an encrypted form. Only the correct  
authentication can unlock the key to decrypt data.

Automatic Page  
File encryption

By optionally encrypting the Windows Page File, ProtectFile denies hackers the opportunity to access sensitive data in the 
clear when it is temporarily swapped out from physical memory to the page file on the hard drive.

Automatic Temporary  
File encryption

Automatic encryption of files in the shared Windows temporary folder, utilizing user-specific cryptographic keys, ensures privacy 
of data for individual users when temporarily stored on the hard drive by applications.

ProtectFile = Ultimate Usability
ProtectFile delivers the ultimate level of usability requiring no application training for the user. This enables 
rapid adoption throughout an organization, an important consideration where the number of users is high.

Usability Features Usability Benefits

Transparent data  
encryption and decryption

No Right Clicks - A right click command, or any other specific ProtectFile command, is not required to initiate encryption or 
decryption.

All files in a secured folder are encrypted and decrypted automatically and transparently without any additional interaction 
by the authenticated user. Authenticated users will only be granted decryption access to files that they have the pre-allocated 
rights to view and use. 

Single sign-on Once the user has been successfully authenticated during the Windows log-in process, ProtectFile is initiated automatically 
without any additional need for authentication.

Minimal performance loss No noticeable delay occurs during encryption operations with ProtectFile and only 6Mb of hard drive space is required.
ProtectFile does not adversely impact upon server performance as all encryption and decryption is performed at the client level.

ProtectFile = Ultimate Manageability
ProtectFile delivers the ultimate level of administration management throughout IT environments of all sizes. 
A track record of successful deployments of over 10,000 seats in a single installation proves its flexibility and 
scalability.

Manageability Features Manageability Benefits

Silent network-wide 
installation

 
interface. Remote installation automatically sets client configurations with pre-definable security policies. A scripting interface 
facilitates streamlined deployment incorporating automatic mass configuration of encrypted folders, including the addition and 
removal of secured folders and user access. 

User management API A user management API enables customers to easily integrate ProtectFile’s user management functionality into their own  
management tools. This reduces the knowledge and skill set deficiencies commonly experienced when introducing a new 
technology into an organization.

Encrypted folder  
administration GUI

The creation and day to day management of encrypted folders is streamlined through a user intuitive ProtectFile GUI (Graphic User 
Interface). This facilitates the easy creation and deletion of encrypted folders, plus user and ProtectFile administrator control.

Transparent key  
management

ProtectFile automatically takes full responsibility for key management within the computing device. This ensures all key 
management processes are completed without the possibility of human error. This relieves the burden on administrators and 
users when adding and removing users, adding new devices or changing configuration settings.

Interoperability ProtectFile will seamlessly integrate and operate with Microsoft Windows Terminal Server, Offline Folder Synchronization, DFS 
(Distributed File System), Global Catalogue, Citrix Terminal Server and Novell. 

Public Key Infrastructure 
(PKI)

Seamless integration with Entrust, RSA, Microsoft and various other PKI environments enables advanced key back up, recovery, 
update and management, plus user access control.

File structure 
consistency

File and folder names will not change after ProtectFile encryption and there are no folder size restrictions. This ensures changes 
to existing folder structures do not occur upon automated encryption or when setting up an encrypted folder.

Network-based file and folder encryption incorporating  
authenticated access management
ProtectFile enables the ability to control individual and group permission-based access to encrypted data that is 
stored on various devices across an organization. 
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